NHO®OPMALIMOHHAA NMAMATKA
AnA OBYYAIOLWKNXCA ANA PASMELLEHUA
HA OPULIMATNBbHBIX MHTEPHET-PECYPCAX

C kaxgblM rogomM MONoaexu B MHTEpPHETE CTaHOBUTbLCA Oonblue, a WKONbHUKA OOHN U3 caMblX
aKTMBHbIX NONb30oBaTenen PyHeTa. Me>|<,u,y TeM, MOMMUMO OrpOMHOTIO KoJnn4decTtBea BO3MOXHOCTEN, NHTEpHET
HeceT n I'IpOGJ'IeMbI. OTa namaATka goImKkHa NomMoYdb Tebe 6e3onacHO HaxoanTbLCs B CETH.

KomMmnbloTepHble BUPYChI

KomnblOTEPHBI BUPYC - 3TO Pa3HOBUOHOCTb KOMMBLIOTEPHBIX MPOrpaMM, OTAMYUTENBHON
0COBEHHOCTbLI0 KOTOPOU ABNSIETCA CNOCOBHOCTL K pa3smMHOXeHU0. B gononHeHne K 3TOMy, BUPYCbl MOTYT
NnoBpeauTb UMM MOSTHOCTbIO YHUUTOXUTb BCe palnbl U AaHHble, NOAKOHTPOSbHbIE MONb30BaTento, OT
UMEHWN KoToporo Obina 3anylieHa 3apaxeHHas nporpaMmma, a Takke MoBpeanTb UMK faXe YHUUTOXUTb
onepaumoHHYy0 CMCTEMY CO BCeMu dhavnamu B uernoMm. B GonblMHCTBE cnyyaeB pacnpoCTpaHATCA
BUPYCbl Yepes NHTEPHET.

MeTogbl 3aWmnTbI OT BPE€OOHOCHbIX nNporpamMmm:

1. Ncnonb3yn coBpeMeHHbIe OonepaunoHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIV YPOBEHb 3aLUnThl OT
BPEAOHOCHBIX NpOorpamm;

2. TocTosiHHO ycTaHaBnueai nadytM (uMcppoBble  3annaTkv, KOTOpble aBTOMaTUYECKU
yCTaHaBNMBalOTCA C Lenblo AopaboTkM nporpamMmbl) M Opyrne OGHOBMEHUS CBOEN onepauMoHHOM
cuctembl. CkaumBait MX TONbKo C oduumanbHoro caita paspabotuvmka OC. Ecnv cyllecTByeT pexum
aBTOMaTMYeCKOro 06HOBNEHWS!, BKMIOUN €r0;

3. Pabortal Ha cBoeM KOMMbOTEPE NMOoA4 npaBaMK NoJjib3oBaTeNAdA, a HE agMUHUCTPATopa. 370 He
no3BOJINT 6OJ'IbLIJVIHCTBy BpPeOOHOCHbIX nporpaMMm UWHCTanmpoBaTtbCA Ha TBOEM NEepPCOHAJIbHOM
KOMNbHOTEpPE,

4. Wcnonb3ym aHTUBMPYCHble MpOrpaMMHble MPOAYKTbl W3BECTHbIX Npou3BOAuTENEen, C
aBToMaTuyecknm obHoBneHuem 6as;

5. OrpaHuyb pU3nYeckuii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX NNLL;

6. cnonb3yn BHeLHNE HOCUTENM UHOPMaLMK, Takue Kak dreLuka, gUcK unu pann n3 uHTepHeTa,
TOMBKO N3 NPOBEPEHHbIX UCTOYHUKOB;

7. He oTkpbiBalh KOMNbKOTEPHbIE (hainbl, NOMyYEeHHble U3 HEeHaOeXHbIX WUCTOYHMKOB. [axe Te
dpavinbl, KOTopble MpuUcran TBOW 3HAaKOMBIN. Jlyylie yTOYHW y Hero, OTNpaerisf Nn OH Tede ux.

Cetn WI-FI

Wi-Fi - aTo He BMA nepedayn OaHHbIX, HE TEXHOMOrMs, a BCcero nuwb 6peHa, mapka. Ewe B 1991
rogy HugepnaHackasi komnaHus 3apeructpupoana 6peng "WECA", yTo o603Ha4ano crnoBocoveTaHue
"Wireless Fidelity", koTopbii nepeBoanTcs kak "6ecnpoBogHas TOMHOCTL".

[o Hawero BpeMeHu gowna gpyras abopesuaTypa, koTopas ABAseTCca TaKom e TexHonormen. 31o
abbpesunatypa "Wi-Fi". Takoe Ha3BaHWe ObINO AaHO C HAMEKOM Ha CTaHAAPT BbICLLEN 3BYKOBOW TEXHUKM
Hi-Fi, yto B nepeBofe o03Ha4yaeT "BbiCOKas TOYHOCTL".

[a, 6GecnnaTHbll WHTEPHET-OOCTYN B Kadye, OTensiXx M aspornopTax SABMASETCS OTNINYHOMN
BO3MOXHOCTbIO BbIXxOA4a B MHTEpHET. Ho MHOrmMe akcnepTbl cuuTatoT, 4To obwepoctynHele Wi-Fi cetn He
ABNA0TCA 6e3onacHbIMN.

CoBeTbl No 6e3onacHoCcTH paboTkl B 06LenocTynHbIX ceTax Wi-fi:

1. He nepegasain cBoo nu4yHyto nHdopmauuio Yepes obwepoctynHole Wi-Fi cetn. PaboTtas B Hux,
)XenaTenbHO He BBOAUTb Maponun AOCTyna, NOTMHbI U Kakme-To HOMepa;

2. Vicnonb3ayii 1 0GHOBNA aHTMBUPYCHbIE NporpamMmbl M GpaHamayep. Tem cambiM Tbl 06e3onacullb
cebs OT 3aKkayku BUpyca Ha TBOe YCTPOWCTBO;

3. Mpwu ncnonbzosaHmun Wi-Fi oTkntoun dyHkumio "O6wmun goctyn K hannam v npuHtepam”. JaHHas



bYHKUMA 3aKpbITa MO YMOMYaHWUIO, OJHAKO HEKOTOpble MoMb3oBaTeNny akTUBUPYOT ee OnA ynobcTea
ncnonb3oBaHus B paboTe unu yyebe;

4. He wncnonb3yn nybnuuHbin WI-FI gna nepegadm nNu4YHbIX AaHHBLIX, HaANpMMep AN Bbixoda B
coumarbHble CETU UMW B SNIEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awuiieHHoe coeanHeHve vyeped HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoau MMeHHo "https://";

6. B mobunbHoMm TenedoHe oTknmoum cyHkumio "lMogkntoveHne k Wi-Fi aBTomaTtudyeckun”. He
Aornyckam aBTomaTU4eCcKoro nogknoyeHunsa yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CouumanbHble CeTy akTUBHO BXOOAT B HALLY XN3Hb, MHOTME noan paboTaloT M XUBYT Tam MOCTOSIHHO,
a B Facebook yxe 3apernctpupoBaH Munnuapg 4ernoBek, YTO SIBMSIeTCA OOHOW CeabMOW BCEX XUTeneun
nnaHeTbl. MHOrMe nonb3oBaTeENN HE MOHMMAIOT, YTO MHGOPMAaLUUS, pasMeLleHHas MU B coLManbHbIX
CceTsX, MOXeT ObiTb HamgeHa M MUCMONb30BaHa KeM YrogHo, B TOM 4ucne He obssaTenbHO ¢ Gnarvmu
HaMepeHNsMu.

OcHoBHble coBeThI N0 6€30MacHOCTY B coUMarnbHbIX CETAX:
1. OrpaHuyb cnucok apy3sen. Y 1ebs B Apy3bsiX HE AOMKHO ObITb CryYanHbIX M HE3HAKOMBbIX NI0OEN;

2. 3awmuwan cBOK YacTHYK XMU3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, gaTy TBOEro
POXOEHUSA N OPYTYI0 NINYHYIO MHOPMaLMIO. 3M0YMbILLNIEHHUKMA MOTYT UCMOMb30BaTh AaXe MHOopMauuio
O TOM, KaK Tbl M1 TBOW POAUTENU MNaHUpyeTe NPOBECTU KaHUKYIbI;

3. 3awumuian ceor penyTaumio - 4EPXM ee B YACTOTe 1 3agaBan cebe Bonpoc: xoten 6bl Thbl, YTOObI
Apyrue nonb3oBaTenu BUOenu, 4to Tbl 3arpyxaews? lNogyman, npexge 4em 4YT1o-To onybnukosathb,
HanucaTtb U 3arpysnThb;

4. Ecnn Thbl roeopuulb C NnogbMun, KOTOpbIX HE 3Haellb, HE I/|CI'IOJ'Ib3yIZ CBO€ pealibHOoe UMA U OApyryto
JINYHYO VIH(*)OpMaLI,I/II/II NMA, MEeCTO XUTtenbCcTtBa, MEeCTo yqe6b| n npo4yee;

5. U3beran pasmelleHns gpoTorpacdun B UHTepHeTe, rae Tbl N300pakeH Ha MECTHOCTM, MO KOTOPOW
MOXXHO ONpeaennTb TBOE MECTOMONOXEHNE;

6. I'IpM perncrtpauun B coumarnbHoln ceTn Heo6X0ANMO NUCMNONb30BaTh COXHbIE naposin, cocrtodwme
n3 6YKB n LI,VICbp M C KONMM4YECTBOM 3HaKOB He MeHee 8;

7. Ans coumanbHOW ceTw, NoYTbl U APYrMX CamToB HeoBXoOUMO MCNONb3oBaTb pasHble Napornu.
Torga ecnu Teb4 B3nomatoT, TO 3MOYMbILLIIEHHWKM NOMyYaT AOCTYN TOMbKO K OQHOMY MECTY, a He BO BCe
cpaasy.

OneKTpPOHHLIE AeHbIM

aﬂeKTPOHHbIe AOEHbIN - 3TO O4YEHb y,D,O6HbIIZ crnocob nnarexemn, ogHako CylweCTBYHOT MOLUEHHUKMN,
KOTOPbI€ XOTAT NOJy4NUTb 3TN OEHbIN.

SﬂeKTpOHHbIe OeHbrnm noABUNMCb coBcemMm HegaBHO U MMEHHO U3-3a 3TON0 BO MHOIrMX rocygapcreax
00 C1X NOop He NponncaHo Npo HUX B 3aKOHax.

B Poccumn xe oHM (PYHKLUMOHWMPYIOT U O HUX YXKe NPONUcaHO B 3aKOHe, Fae MX pasgensitoT Ha
HECKONMbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIE. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO T€, B KOTOPbIX
paspellaeTtcsi npoBoAWTb onepauun 6e3  uaeHTUMKauuM nonb3oBaTens, a B HEAHOHWMHbIX
naeHTUdMKaLmsa nonb3oBaTens asnseTcs obs3arensHoN.

Takke cnefyert pasnuyartb 3J1IEKTPOHHbIE (*)l/laTHbIe AeHbIn (paBHbI rocynapCTtBeHHbIM BaJ'IPOTaM) n
ONEKTPOHHbIE He(*)I/IaTHbIe AEHbIN (He paBHbI rocyaapCTBeHHbIM BaJ'IPOTaM).

OcHoBHbIe coBeTbl N0 6e3onacHow paboTe ¢ ANEKTPOHHBIMWU AeHbramm:

1. MpuBsDKM K cHETY MOOUNBHbLIV TenedoH. ATo cambii yAoOHbIM 1 BbICTPLIN CNOCO6 BOCCTAHOBUTL
[OCTyn K cyeTy. MNpuBa3aHHbIi TenedoH NOMOXET, ecnv 3abyaellb CBOV NNaTeXHbIN Naponb v 3angellb



Ha CalT C HE3HaKOMOro YCTPOMWCTBA;

2. Vicnonb3yi ogHopasoBbie naponu. [locne nepexoga Ha YCUIEHHYIO aBTopu3auuio Tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KPaXky UIu nepexasarta NnaTexHoro napons;

3. Bbibepu cnoxHbli naponb. [lpectynHukam 6yaeTr He MpoCcTo yragaTb CRAOXHbLIA Naporb.
HapgexHble naponu - 3To naponu, KOTopble coaepkaTt He MeHee 8 3HaKOB 1 BKITKOYaKOT B ce0si CTPOYHbIE U
nponucHble ByKBbI, LNMPLI 1 HECKONBKO CMMBOIOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMLaTenbHbIn
3Hak 1 7.n. Hanpumep, $tR0Ong!;;

4. He BBOOW CBOW NUYHbIE JAHHbIE HA CcalTax, KOTOPLIM He JOBeEpsieLUb.
OneKTpPOHHas no4ta

OneKTpoHHas noyTa - 3TO TEXHOMNOMMS U NPeAoCTaBnseMble el YCyr no NepPechIsike 1 NoNyYeHunto
3NEKTPOHHbIX COOBLLEHNI, KOTOpble pacnpenensoTcsl B KOMMbOTEPHOW ceTu. OObIMHO SMEKTPOHHbLIN
MOYTOBbIM ALLMK BbIMSAUT crneayrowmm obpa3oM: MMs_MNonb3oBaTend@uMs_AoMeHa. Takke Kpome
nepegayum NPoCcToro TeKCTa, UMEETCH BO3MOXHOCTb nepeaasatb dansbl.

OcHoBHble coBeTbI Mo Ge3onacHol paboTe ¢ ANEKTPOHHON NOYTON:

1. Hago BbIBpaTb NpaBuibHbIN MOYTOBLIN CepBUC. B HTEpHETE eCTb OrpoMHbIN BbIGop BecnnaTHbIX
NMOYTOBbLIX CEPBNCOB, OAHAKO fNyylle 4OBEPSTb TEM, KOTO 3HaELLUb W KTO NepBbIA B PENTUHTE;

2. He ykasbiBah B JIMYHOW MO4YTE JMYHYKO WHQopmauuto. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbIN_aHat@" nnn "pok2013" BmecTto "Temal3";

3. Wcnonb3yn OByxaTanHyw aBTopm3auuio. OTO Korga MOMMMO Maponis HYyXXHO BBOAUTb KoA,
npucbinaemein no SMS;

4. Bbibepn cnoxHbli naponb. Ons KaXgoro MoYToOBOro SuiMka AOSMKEH OblTb CBOW HaAeXHbIN,
YCTOMNYMBBIN K B3fIOMY Naporb;

5. Ecnun ecTb BO3MOXHOCTbL Hanncatb CamoOMy CBOM NIUYHbIV BOMPOC, UCMOMb3yh 3Ty BO3MOXHOCTb;

6. Vcnonb3yih HECKONbKO MNOYTOBbLIX AWMKOB. [lepBbi Afs YaCcTHOM MEpPEnucKn C agpecatamu,
KOTOpPbIM Tbl AOBEpPSiELLb. ATO 3MEKTPOHHLIN aApec He HAa0 UCMOoNb30BaTb NPU perncTpaunm Ha popymax
M canTax;

7. He oTkpbiBan ainnbl 1 Apyrne BrOXeHUA B NUCbMax, AaXe eCnu OHW NPULLIY OT TBOUX ApY3en.
Jlydwe yTouHM y HUX, oTNpaBnsanu nnm oHn Tebe atn dannel;

8. lNocne okoH4YaHusA paboTbl HA NOYTOBOM CEPBUCE NEpPeS 3aKpbITUEM BKNaAKM C CAaWTOM He 3abyab
Ha)kaTb Ha "Bbintn".

KnbepOynnuHr unu BuptyanbHoe usaeBatesibCTBO

KnbepbynnuHr - npecrnegoBaHne coolLWeHusaMK, codepxawwmmn ockopbneHus, arpeccuio,
3anyrmBaHue; XynmuraHcTeo; couunarnbHoe 6OI7IKOTVIDOBaHI/Ie C NOMOLLUbIO pa3finyHbIX UHTEPHET-CEePBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMGepOyNNUHIOM:

1. He 6pocarica B 6om. Jlyywmnii cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CNn HET TOro, K KOMY
MOXHO 00paTuTbCsl, TO BHayane ycrnokouTbcs. Ecnm Tbl HayHewb oOTBeYaTb OCKOPOGNeHMsIMM Ha
ockopbrieHus, To TONbKO ele 6onblue pasoxoKkellb KOHAITUKT;

2. YnpaBnsan cBoen knbeppenyTaumen;

3. AHOHMMHOCTb B CE€TM MHUMas. CyIJJ,eCTByI-OT CnocoObl BbISICHUTb, KTO CTOUT 3a aHOHWMHbIM
aKKayHTOM;

4. He CTOMT BecCTM XynuraHckuin obpas BUpPTyanbHOW XM3HW. VIHTEpPHET duKcMpyeT BCE TBOM
OENCTBUSA U COXpaHSEeT UX. YoanuTb ux 0yaeT KpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBo BMPTYanbHYH YeCTb CMOSOAY;



6. WrHopupyn eauHunuHbin HeratmB. OpHOpasoBble OCKOPOWUTENbHbIE COOOLLEHUA nydlle
urHopupoBaTb. OBbIYHO arpeccus npekpaLlaeTcs Ha HavyanbHOW CTaauu;

7. baH arpeccopa. B nporpaMmmax obMeHa MrHOBEHHbIMW COOBLLIEHMAMM, B COLMATIBbHBIX CETAX €CTb
BO3MOXHOCTb GHOKMPOBKVI OoTnpaBKku cooOLeHnn ¢ onpeneneHHbIX agpecos;

8. Ecnn TbI cBuaeTenb knbepbynnuHra. TBoM AEWCTBMA: BbICTYNUTb MPOTMB NpecnegoBatens,
nokasaTb €My, YTO €ro AeWCTBUSA OLIEHMBAIOTCA HeraTMBHO, MOAdepXaTb XEPTBY, KOTOPOM HYXKHA
ncmxonormyeckasi NOMOLLb, COOOLLMTbL B3POCHbIM O (DaKTe arpecCMBHOIO NOBEAEHNS B CETHU.

Mo6unbHbIN TenegoH

CoBpeMeHHble CMapTgOHbl M MraHLWweTbl codepxaT B cebe BronHe B3pocnblii (yHKUMOHAr, U
Tenepb OHW MOTYT KOHKYPUPOBaTb CO CTaUMOHapHbIMK KoMrbloTepaMmu. OgHako, CpeacTB 3aluThl Ans
NoAoGHbIX YCTPOWMCTB MOKa 04eHb Maso. TecTpoBaHue U NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT He Tak
MHTEHCKBHO, kak Ans MK, To ke caMoe KacaeTcst U MOOUIbHBLIX MPUIOXEHWA.

CoBpeMeHHble MOOUIbHbIE Bpays3epbl yKe NpakTUYecKn AOrHanm HacTofbHblE aHanoruM, O4HaKo
paclmpeHne yHKLMOHana BrneyeT 3a cobor 60MbLUy0 COXHOCTb U MEHbLUYHO 3aLUULLIEHHOCTb.

[laneko He Bce NPOW3BOAMTEN BbiNyCcKaloT OGHOBEHMS, 3aKpbIBaAlOLUME KPUTUYECKME YS3BUMOCTHU
Ans CBOMX YCTPOMCTB.

OcHoBHble coBeTbl s 6e3onacHOCTN MOBUNBHOro TenedgoHa:

Hwu4ero He aBngaeTcs no-Hacrtodwemy OecnnaTtHbIM. Byﬂ,b OCTOpOXeH, Beb Koraa Tebe npepnararT
OecnnaTHbIN KOHTEHT, B HEM MoryT ObITb CKPbITbl KakKne-To niaTtHble YyCIyru,

Oymaii, npexge 4em otnpaBuTb SMS, ¢doTo nnm Buaeo. Thbl TOYHO 3Haelb, rAe OHW OyayT B
KOHEYHOM uTore?

Heobxoanmo 06HOBMAATE ONepaLnoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTUBUPYCHbIE NPOrpaMmbl Anst MOBUIbHbIX TenedgoHoB;

He 3arpy>|<a|7| NPUINoXeHnAa oT Hen3BeCTHOIro NCTOYHMKa, B€Ab OHU MOryT coAepKaTb BpeadOoHOCHOE
nporpaMmmMmHoe obecneyeHue;

lMocne TOro kak Thl BbIAELWb C canWTa, rAe BBOAWUN JUYHYO WMHOPMauMio, 3aiaM B HACTPOWNKU
Opaysepa u yganum cookies;

Meproanyeckn NpoBepsii, kKakne nrnaTHble YCYrM akTUBUPOBaHbI HA TBOEM HOMEPE;
[aeaw cBoi HoMmep MobunbHOro TenedoHa ToNbKo NASM, KOTOPbIX Thl 3HAELLb U KOMY LOBEpPSiELLb;

Bluetooth gomkeH GbITb BbIKMIOYEH, KOrAa Thl UM He Morb3yellbes. He 3abbiBaii MHOrOa NPOBEPSTh
aTo.

Online urpsbi

COBpeMeHHbIe OHJ'IaI?IH-I/IprI - 9TO KpacCo4Hble, 3axBaTbiBawOLlne pa3BlievHeHus, ob6beguHsLwme
COTHM ThbICAY 4YelnoBeK No BCcemMmy Mupy. MFpOKM ncenenywT OaHHbIN UM Mup, obwatotcs opyr ¢ opyrom,
BbINONMHAKT 3afdaHund, cpaxXarTcd C MOHCTpaMu WM nony4yarwT OnbIT. 3a yOoBOJIbCTBUE OHU NNAaTAT!
NoKynakwT AUCK, onyiadvynBaroT aboHeMeHT nnn r|p|/|o6peTar0T Kakue-T1o onuun.

Bce atun cpenctea MOyt Ha noagepxaHuwe U pasBuTue Urpbl, a TakKkKe Ha camy 6e30nacHoOCTb:
COBEPLLUEHCTBYHOTCA CUCTEMbl aBTOpM3aLWnKn, BbIMYCKAKOTCA HOBble NaTyn (Ll,l/l(prBble 3annatkm gnsa
nporpaMM), 3aKpbIBAKTCA YyA3BMMOCTN CepBEpPOB.

B nogo6GHbIx nrpax CTounT onacatbCA HEe CTOJIbKO CBOUX CONEPHUKOB, CKOJTBKO KpaXXu TBOEro naporn4,
Ha KOTOpPOM OCHOBaHa cuctemMa aBTopusauum OonbLUMHCTBA urp.

OcHoBHble coBeTbl N0 6e30nacHOCTU TBOETo UrpoBOro akKkayHTa:

1. Ecnn gpyrou urpok Beget cebs nnoxo nnu cosgaet Tebe HenpusTHOCTH, 3abrTOKMPY ero B Cnvcke



UrPOKOB;

2. lMoxanynca agMuHUCTpaTOpam MUrpbl Ha Mroxoe MnoBedeHuMe 3TOro MUrpoka, XenaTenbHo
NPUNOXUTb Kakne-To AokasaTenbCTBa B BUAE CKPVHOB;

3. He ykasbiBan nnyHyto nHdopmauuio B npodainne urphbl;
4. YBaxaln gpyrux y4acTHMUKOB MO Urpe;

5. He ycTaHaBnuBamn HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yii CNoxHble 1 pa3Hble naponu;

7. Daxe BO BpeMA Urpbl He CTOUT OTKITKOYaTb aHTUBUPYC. Moka Thbl urpaeullb, TBOM KOMMNbKOTEP MOTYT
3apa3nTb.

PUWNHT nnu KpaXxa NINYHbIX OaHHbIX

OBbIYyHOM Kpaxen AeHer 1 JOKYMEHTOB CErofHs yXKe HUKOro He YAMBULLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOMOrMN 3MOYMBbILUNEHHUKN NEPEMECTUNNCL B MHTEPHET, U MpOAOmKalT 3aHumaTtbes "nobumbim”
aenom.

Tak nosiBMnacb HOBas yrpo3a: WHTEPHET-MOLUEHHUYECTBA UMM (PULLMHF, TMaBHas Lenb KOTOPOro
COCTOUT B NOMNyYeHUM KOHMAEHUMANbHbIX 4AHHbLIX NOMb30BaTENen - NIOrMHOB U Naponen. Ha aHrnunckom
a3blke phishing ynTaeTtcs kak dpumwmHr (oT fishing - peibHasa noens, password - naponsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULNHIoM:

1. Cnegu 3a cBOMM aKKayHTOM. Ecnu TbI noagos3peBacellb, YTO TBOA aHKETa Oblna B3fioMaHa, To
HeobxoaMmMmo 3a6J'IOKVIpOBaTb ee n coobwnTb agMUHUCTpaTopam pecypca 00 3TOM Kak MOXXHO CKopee,

2. Nicnonb3yn 6e3onacHble BeO6-cariThbl, B TOM YUCHE, MHTEPHET-MarasuHoB U MOUCKOBBLIX CUCTEM,;

3. Wcnonb3yii crnoxHble W pasHble naponu. Takum o6pasom, ecnu Tebs B3fomalT, TO
3/10YMbILLMIEHHVKM NOMNyYaT AOCTYM TONbKO K OAHOMY TBOEMY Npodusiio B CETH, a He KO BCEM;

4. Ecnu T1ebsa B3anomanu, TO Heobxooumo npenynpeauTb BCEX CBOUX 3HAKOMbIX, KOTOPbIe
pobaBneHbl y Teba B Apy3bsx, O TOM, 4YTO Tebs B3noManu K, BO3MOXHO, OT TBOero umeHu 6yget
paccbinaTbCs Cnam U CCbIfKM Ha (PULLNMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbi napornb (PIN) Ha MOGUNbHLIN TenegoH;
6. OTkNIoYM coxpaHeHne napons B 6paysepe;

7. He oTkpblBay hainbl U Apyrne BMOXEHUS B NMCbMax, Aaxe eCnu OHU NPULLX OT TBOUX ApY3emn.
Jlydwe yTouHM y HUX, OTNpaBnsanu nim oHu Tebe atu dannsbl.

LUundpoBas penytaums

LindpoBas penytaums - 3TO HeratMBHas unu no3vTuBHaA wHGopmaums B cetn o Tebe.
KomnpomeTupytowas nHdopmaums, pasmeLleHHas B MHTEpHETe, MOXeT cepbe3HbiM 06pa3oM OTpasnTbCs
Ha TBOeW peanbHOW Xu3HW. "Lindposas penyrtaums” - 310 TBOW UMUK, KOTOpbLIN dopmupyeTca n3
nHdopmaumm o Tebe B MHTEpHeTe.

TBOE MECTO XMTENbCTBA, yqe6b|, TBOE cwachoaoe nonoxeHune, ocobeHHOCTU Xapaktepa u
paccKasbl O OGnn3KuX - BCe 3TO HakannMBaeTcs B CeTU.

MHorne nogpoCTKM NErKOMbICIIEHHO OTHOCATCA K My6nukaumm nMdHon uHgpopmaumm B MHTepHeTe,
He NoHMMasa BO3MOXHbIX NocrneacTeui. Thl gaxe He CMOXelb AoragaTbCs O TOM, YTo dhoTorpadms,
pasmelleHHasa 5 neT Hasagd, cTana NpUYnHOM OTKasa NpUHATL Tebsa Ha paboTy.

KommeHTapun, pasmelleHne TBouX dotorpadunii n gpyrne OencTBUA MOTYT HE UCYE3HYTb Aaxe
nocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3Haelb, KTO COXpaHWn 3Ty MHdOpMauuio, nonana nu oHa B
MOMCKOBbIE CUCTEMbI W COXPaHUNacb N OHa, a rNaBHOe: YTO mogymatT O Tebe okpyxawLwme foan,
KOTOpble HangyT 1 yBUAAT 3T0. Hantn nHdopmaumio MHOro neT CnycTst CMOXeT fiiobow - kak u3 gobpbix



noby>xaeHun, Tak U C HaMepeHneM NPUYMHUTL Bpen. OTO MoXeT BbITb KTO YrOAHO.
OcCHoOBHbIe COBETbI MO 3auTe LnpoBON penyTaumm:

1. Nogyman, npexae Yyem 4YTo-TO Ny6nMKoBaThb U NepedaBaTb y cebsa B 6nore nnum B coumansHOn
ceTu;

2. B HacTtpoikax npoduns ycTaHOBM OrpaHUYEeHUA Ha MNPOCMOTP TBOEro npoduns wm ero
COOEepPXMMOro, caenan ero Tonbko "gnga apysen”;

3. He pa3meLuai n He ykasbiBan MHOpMaLnio, KOTopast MOXeT KOro-nnbo ockopbnate nnm obuxatb.
ABTOpCKOe npaBo

CoBpeMEeHHbIe LIKOSNBHUKM - aKTUBHbIE MOnb3oBaTenu UndpoBoro npoctpaHcTea. OgHako ganeko
He BCe 3HalT, YTO MOfb30BaHNE MHOTMMW BO3MOXHOCTAMU LMcpoBOro Mupa TpebyeTt cobnogeHus npas
Ha MHTEeNNeKTyanbHyl COGCTBEHHOCTb.

TepMuH "MHTeNnekTyanbHasi COBCTBEHHOCTL" OTHOCUTCS K Pa3nnyHbIM TBOPEHUSIM YENOBEYECKOTO
yMma, Ha4YuMHas ¢ HOBbIX M306peTeHuin 1 3HaKoB, 0603HaYaloLLMX COBCTBEHHOCTb Ha NPOAYKThI U YCRyru, 1
3aKkaH4MBas kHuramu, otorpacusimMm, KMHOUNbMaMm 1 My3blkarbHbIMU NPOU3BEAEHUSIMU.

ABTOpCKME NpaBa - 3TO MpaBa Ha WHTENMeKTyanbHYl COBCTBEHHOCTb Ha MPOW3BEAEHWS HayKu,
nuTepaTypbl M UCKycCTBa. ABTOPCKME nMpaBa BbICTYNalT B KavyecTBe rapaHTuM TOro, uTo
WHTENNeKTyanbHbIN/TBOPYECKNA Tpyd asBTopa He OygeT HampacHblM, gacT eMy chnpaBefvBble
BO3MOXXHOCTM 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyaa, NnonyynTb N3BECTHOCTb U NpuaHaHue. Hukto 6e3
paspelleHNss aBTOpa He MOXeT BOCMPOM3BOAWUTL €ro Mpou3BeAeHWe, pacnpoCcTpaHATb, MyGrNYHO
AeMOHCTpuUpoBaTb, MpodaBaTb, WMMOPTMPOBATb, MNyckaTb B NpokaTt, MybrMYHO  MCNOMHATD,
NnokasblBaTb/MCNONHATL B adhmpe unm pasmeLlaTs B IHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpaMmMHoOro obecneyeHns MoxeT npnBecTn K MHOrMM puUCKam: OT
noTepn AaHHbIX K TBOMM aKKayHTaM 00 6J'IOKI/IpOBKI/| TBOEro yCTpOIZCTBa, rge yctaHoBJ1eHa HenerarbHada
nporpamMmma. He cTouT Takke 3abbiBaTb, YTO CYLLECTBYIOT JNieranibHble N OecnnartHble nporpamMmmsbl, KOTOpble
MOXHO HaNTWN B CETMW.

O noprane
CeTeBMYOK.pdh - TBOW rMaBHbIN COBETUYUK B CETU. 34€Chb Thl MOXELUb Y3HaTb O 6€30NacHOCTU B CETU

MOHATHBIM U AOCTYMHbLIM $13bIKOM, @ NPU BO3HWKHOBEHMMW KPUTUYECKOW CUTyaL MM o6paTuUTbCs 3a COBETOM.
A TaKKe NPUHSTL y4acTUe B KOHKypcax U cTaTb camblM LUPOBbLIM rpaxaaHnHoMm!



